Other Considerations for the Defense Industry

Special High Risk Issues For Foreign Companies that deal in US-origin defense products

Your enterprise will face some unique compliance challenges when dealing with U.S.-origin defense products. Enterprises must understand restrictions related to incorporating U.S-origin items and foreign national access to controlled U.S.-origin goods and technologies. Below is a listing of some of the potential issues your enterprise may encounter if dealing in U.S.-origin defense products.

1. If a foreign company incorporates an International Traffic in Arms Regulations (ITAR)-controlled part, component, attachment or accessory into its product, the entire product becomes ITAR-controlled. Foreign defense sector companies should exercise care when incorporating ITAR-controlled parts, components, accessories and attachments into their finished products, as doing so can make their products subject U.S. strategic trade control jurisdiction and regulation (known as the See-Through Rule). Companies should be cognizant of how using ITAR-controlled components will influence the set of controls they will become responsible for implementing with respect to finished products.
2. If foreign nationals are employed in the U.S. subsidiary of a foreign company, such persons will not be permitted to have access to defense items or ITAR-controlled technical data unless a license is obtained or an exemption applies.
3. [image: ]If foreign national executives of a foreign company travel to the U.S. subsidiary for management meetings, plant inspections and other purposes, such persons will not be permitted to have access to defense items or ITAR-controlled technical data unless a license is obtained or an exemption applies.
4. If U.S. employees in the U.S. subsidiary of a foreign company travel to their foreign offices, they are not permitted to bring or discuss defense items or ITAR-controlled technical data unless a license is available or an exemption applies.
5. If U.S. employees in the U.S. subsidiary of a foreign company communicate with foreign national employees in the foreign parent company through e-mails, telephone calls, internal memoranda, WebEx meetings, or other forms of electronic communication, the U.S. employees are not permitted to disclose ITAR-controlled technical data unless a license is obtained or an exemption applies.
6. If a foreign company manufactures an item that is listed on the United States Munitions List (USML), if the item is shipped to the U.S. it becomes subject to ITAR and the jurisdiction of the U.S. Department of State.
7. If a U.S. subsidiary of a foreign company stores ITAR-controlled technical data or software in its computer system in the U.S. (servers, the “cloud,” system work stations, laptops and other devices), the company must “firewall” the U.S. data system off from the computer resources of the foreign parent and other foreign affiliates.
8. Foreign companies are not permitted to register with the Department of Defense Trade Controls (DDTC) or apply for licenses unless they form a subsidiary incorporated under U.S. law (some exceptions will apply such as in the case of applying for authorization for foreign country re-transfers).
9. The U.S. also maintains special rules that apply to dual and third country national employees of the parent company. Your enterprise may choose to identify dual and third country nationals during the employee hiring process (this would only be applicable in countries that maintain “deemed” export controls).[endnoteRef:1] [1:  DTCC Company Visit Program: Summary Report 1 May 2015 through April 2016, DDTC website, 2016, <http://pmddtc.state.gov/compliance/documents/CVP_REPORT_2015-2016.pdf>. Some defense firms maintain access logs that can verify “potential” versus “actual” access to technical data.] 

10. The above rules also apply in the acquisition by a foreign company of a U.S. company in the aerospace, satellite, electronics, communications, UAV, maritime and other defense industries.
IT and Cybersecurity Considerations
· If your enterprise manufactures arms-related technologies or conducts research and development (R&D) that involves arms-related technical data or information, it is recommended that your firm establish a sophisticated IT and cybersecurity system. Cyberattacks have become more and more sophisticated and are increasingly sponsored by determined nation states. As a result, enterprises that deal in controlled technology must actively and effectively defend themselves from malware, viruses, and zero day attacks.[endnoteRef:2]  [2:  “ITAR Compliance Best Practices Guide,” Aurorait, 2016, <http://aurorait.com/wp-content/uploads/2015/04/ITAR-Compliance-Best-Practices-Guide.pdf>. A zero day vulnerability refers to a hole in software that is unknown to the vendor. This security hole is then exploited by hackers before the vendor becomes aware and hurries to fix it—this exploit is called a zero day attack. “Current Threats: What is a zero day attack?,” Fireeye, 2016, <https://www.fireeye.com/current-threats/what-is-a-zero-day-exploit.html>.] 
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